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I NTRO DU CTIO N  
As corporations continue to increase their competitiveness, computer systems continue 

to grow in complexity, and so do database -driven applications.  Developers face multiple 

challenges  that can m ake it difficult to detect  and resolve database performance issues. 

In certain extreme cases, customers promote applications that have not been thoroughly 

tested for performance, causing a decrease in customer satisfaction and an increase in 

support costs.  

 

Pyn Logic created Enzo Audit Performance to address most performance problems at the 

root. While most d atabase products focus on  production monitoring, Enzo Audit 

Performance is a tool designed to be used by software developers so that database 

issues can be identified and resolved as soon as the y are detected in the software 

development lifecycle (SDLC).  

 

Identifying and resolving database performance problems during the development 

li fecycle can only improve t he stability of a software package, increase customer 

satisfaction and decrease support  costs related to performance problems.  
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AL E RTING M E CH ANIS M  
The key to Enzo Audit Performance is its ability to provide instant alerts to developers at 

the time the database code is created, hence providing instant feedback on their code if 

it does not meet expected performance th resholds . 

 

An alert will come up on a developer workstation only for events generated by that 

developer. By default, a developer will not see other developers' performance events. 

Also, if an event comes up too frequently, the alerting mechanism will disengage  

automatically  in order t o avoid unnecessary alerts.   

 

General Architecture 

Enzo Audit Performance is designed to scale to hundred of developers and can monitor 

many database servers centrally. This allows both small and l arge organizations to 

leverage the benefits of performance monitoring with limited overall performance impact 

to the environment.  

 

Indeed, a server component is responsible for running server -side traces to capture 

performance events in a common log database.  This collection mechanism runs 

continuously and can be configured to ignore specific statements, databases and users 

according to your n eeds .  

 

 
 

Once the events are captured, a client -side alerting agent, called Enzo Audit Client, 

detects any new events the user should see. If an event needs to be raised, the popup 

alert will  show up on the user's workstation.  

Example 

In this example, a developer creates an incorrect statement, generating too m uch 

activity on the database server per the configured thresholds.  

 
 select  *  from  log  join  Log  l2 on 1=1 join  syscolumns  on 1=1 

 

The developer then receives a notification almost instantly that this statement does not 

meet established performance guidelines.  
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The popup alert indicates that this statement took 1.7 seconds to execute, and 

generated 3.7K reads. The developer can either ig nore this warning, or obtain more 

information using the detailed view. Below, the developer look s at all recent alerts and 

can double -click on the event to view additional details.   

 

 
 

 

By clicking on the des ired event, the developer can then see further details , such as the 

application name that generated the event .   
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T H RE SHOL DS  
In order to determine which events are raised and which ones are not, administrators 

can define one or more thresholds. Developers are automatically assigned to the 

<default> threshold group; however additional gro ups can be created for unique 

scenarios, such as reports developers, or Quality Assurance personnel.  

 

The following screen shows the configuration settings of the defa ult  threshold.  

 

 
 

Administrators can define thresholds by Duration, Reads, Writes and/or CPU. In addition, 

the title of the alert itself is custom izable.  

 

If users need to be assigned to a different threshold group, an administration would 

need to edit a user's profile and change  the user's Performance Group .  
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AB OU T E NZO  AUD IT  SERVE R  
Enzo Audit Server is a high performance auditing platform . The underlying technology 

used by Enzo Audit Server is being us ed for auditing  SQL Server installations for 

compliance purposes. As a result, the s erver component is very robust and designed for 

high perfor mance.  

 

Enzo Audit Server defines one or more listeners in order to capture events from a 

database se rver. Each listener is a SQL Server  server -side trace that captures events . 

These events are then collected in a central location, seen below.  

 

 
 

Multiple listeners can be conf igured  on t he same database server. For example you may 

define different server -side filters for one database versus another. In the screenshot 

below, the primary listener is configured to capture events from a single database, and 

for events that take 1 second or more to execute.  

 

 
 

I n addition, an administrator can configure Regular Expressions to exclude from the logs 

specific SQL statements that are known to be performance issues that developers should 

not see as alerts.  Note that these filters are different from the Thresholds; these filters 

determine which events  gets captured . Thresholds determine which captured events  

show a  popup  alert .  
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E V IDE NCE  T RAC KI NG  
Once events are raised on a developer's workstation, she can save the details of the 

event as evidence. The evidence itself can contain custom text, including images . For 

improved consistency, an administrator  can create an Evidence Template.  

 

An evidence is searchable by all developers using Enzo Audit Client. This means that 

evidence entries can also serve as  a repository of solutions to common performance 

problems your company is facing.  

 

Finally, ev idence records can be printed from the Enzo Audit Server application.  

Example 

Following our previous example, the developer decides to create an evidence for review 

by other developers. By clicking on "Track as Evidence" (see previous screenshots ), the 

developer is prompted to enter  comments and a tracking number. The tracking number 

can be any existing tracking number, or a new one.  

 

  
 

At this point, any developer can search for this evidence or pull it directl y through a 

dropdown menu available in one of the screens. T he developer reviewing this issue can 

add  another evidence to this tracking number, or edit the comment to add information.  

 

The following screenshot shows what another developer would see by looking at active 

tracking numbers (that have not yet been ar chived). As a result, seeing current 

unresolved issues can be very simple and allows developers to share information 

quickly.  
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